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DNS and routing

Azure DNS allows us to host Domain Name System (DNS) domains in Azure.

When using Azure DNS, we use Microsoft infrastructure for the name resolution,
which results in fast and reliable DNS queries. Azure DNS infrastructure uses a vast
number of servers to provide great reliability and availability of service. Using Anycast
networking, each DNS query is answered by the closest available DNS server to provide
a quick reply.

We will cover the following recipes in this chapter:

Creating an Azure DNS zone

Creating an Azure Private DNS zone

Integrating a virtual network with a private DNS zone
Creating a new record set in Azure DNS

Creating a route table

Changing a route table

Associating a route table with a subnet

Dissociating a route table from a subnet

Creating a new route

Changing a route

Deleting a route
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Technical requirements
For this chapter, the following is required:

* An Azure subscription

Creating an Azure DNS zone

To start using Azure DNS, we must first create a DNS zone. A DNS zone holds a DNS
record for a specific domain, and it can hold records for a single domain at a time.

A DNS zone will hold DNS records for this domain and possible subdomains. DNS
name servers are set up to reply to any query on a registered domain and point to a
destination.

Getting ready

Before you start, open your browser and go to the Azure portal via https: //portal.azure.
com.

How to do it...

In order to create a new Azure DNS zone with the Azure portal, we must follow these
steps:

1. Inthe Azure portal, select Create a resource and choose DNS Zone under
Networking services (or search for DNS Zone in the search bar).

2. In the new pane, we must enter information for the Subscription, Resource
group, and Name fields. If we select an existing resource group, the region will
automatically be the same as the one for the resource group selected. Optionally,
we can mark this zone if the child of an existing zone is hosted in Azure DNS. The
name must be a Fully Qualified Domain Name (FQDN):



Creating an Azure DNS zone | 85

Create DNS zone

Basics Tags Review + create

A DNS zone is used to host the DNS records for a particular domain. For example, the domain "contoso.com’ may contain a
number of DNS records such as 'mail.contoso.com’ (for a mail server) and “www.contoso.com' (for a web site). Azure DNS
allows you to host your DNS zone and manage your DNS records, and provides name servers that will respond to DNS queries
from end users with the DNS records that you create. Learn more,

Project details

Subscription * | Microsoft Azure Sponsorship W |
I_ Resource group * | Packt-Metworking-Portal ~ |
Create new

Instance details

D This zone is a child of an existing zone already hosted in Azure DNS (@

Name * toroman.cloud \/

Resource group location (@ West Europe o

Figure 6.1: Creating a new Azure DNS zone with the Azure portal

How it works...

A DNS zone is required to start using Azure DNS. A new DNS zone is required for each
domain we want to host with Azure DNS, as a single DNS zone can hold information for
a single domain. After we create a DNS zone, we can add records, record sets, and route
tables to a domain hosted with Azure DNS. Using these, we can route traffic and define
destinations using an FQDN for Azure resources (and other resources as well). We'll
show how to create and manage these in the coming recipes in this chapter.

Let's move on to the next recipe to learn how to create a private DNS zone.
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Creating an Azure Private DNS zone

An Azure Private DNS zone operates very similarly to a DNS zone. However, instead of
operating on public records, it operates inside a virtual network. It is used to resolve
custom names and domains inside your Azure virtual network.

Getting ready

Before you start, open your browser and go to the Azure portal at https: //portal.azure.
com.

How to do it...

In order to create a new Azure DNS zone with the Azure portal, we must follow these
steps:

1. In the Azure portal, select Create a resource and choose Private DNS Zone under
Networking services (or search for Private DNS Zone in the search bar).

2. In the new pane, we must enter information for the Subscription, Resource
group, and Name fields. If we select an existing resource group, the region will
automatically be the same as the one for the resource group selected. The name
must be an FQDN:

Create DNS zone

Basics  Tags Review + create

A DNS zone is used to host the DNS records for a particular domain. For example, the domain "contoso.com® may contain a
number of DNS records such as 'mail.contoso.com’ (for a mail server) and "www.contoso.com® (for a web site). Azure DNS
allows you to host your DNS zone and manage your DNS records, and provides name servers that will respond to DNS gueries
from end users with the DNS records that you create. Learn maore.

Project details

Subscription * | Microsoft Azure Sponsorship ~ |
Resource group * | Packt-MNetworking-Portal v |
Create new

Instance details

D This zone is a child of an existing zone already hosted in Azure DNS (3

Name * toroman.cloud o

Resource group location @ West Europe W

Figure 6.2: Creating a new private DNS zone with the Azure portal
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How it works...

When a virtual network is created, a default DNS zone is provided. The default DNS
zone uses Azure-provided names, and we must use a private DNS zone to use custom
names. A private DNS zone is also required for name resolution across virtual networks,
as default DNS doesn't support such an option.

Let's move on to the next recipe to learn how to integrate a virtual network with a
private DNS zone.

Integrating a virtual network with a private DNS zone

When a private DNS zone is created, it is a standalone service that doesn't do much
on its own. We must integrate it with a virtual network in order to start using it. Once
integrated, it will provide DNS inside the virtual network.

Getting ready

Before you start, open the browser and go to the Azure portal at https: //portal.azure.
com.
How to do it...
In order to add a new record to the DNS zone, we must use the following steps:
1. Inthe Azure portal, locate Private DNS Zone.

2. In Private DNS Zone, select Virtual network links and click Add:

«» toroman.cloud | Virtual network links

2 Private DMS zone

| Search (Ctrl=/) | « + Add (D Refresh

@ Overview |,|:' Search virtual network links
B Activity log Link Mame

P,q Access control (IAM) Mo results,

$ Tags

&? Diagnose and solve problems

Settings

%2 Virtual network links

Figure 6.3: Adding a virtual network link
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3. In the new pane, fill in Link name, then select values for the Subscription and
Virtual network fields (only virtual networks in the selected subscription will be
available). Alternatively, we can provide the resource ID of our virtual network,
rather than selecting options from the drop-down menu:

Add virtual network link

toroman.cloud

Link narme *
| Link? |

Virtual network details

ﬂ Oniy virtual networks with Resownce Manager deployment model are supported for linking with Private DMS zones.
Wirtual networks with Classic deployrnent model are not supported.

D | know the resource 1D of virtual network (D)

Subseription * (D)

Microsoft Azure Sponsorship ~
Virtual network *
l packtdemolid-Vnet (packt-dema) e
Configuration

Enable auto registration

Figure 6.4: Adding a virtual network link

How it works...

Once the virtual network is linked to the private DNS zone, the zone can be used for
name resolution inside the connected virtual network. For name resolution across
multiple connected virtual networks, we must use a private DNS zone, as default
DNS doesn't support resolution across networks. The same applies if the network is
connected to an on-premises network.

If we enable auto-registration under Configuration, newly created virtual machines will
be automatically registered in the private DNS zone. Otherwise, we must add each new
resource manually.

Let's move on to the next recipe to learn how to create a new record set in Azure DNS.

Creating a new record set in Azure DNS

When creating a DNS zone, we define what domain we're going to hold records for.

A DNS zone is created for a root domain defined with an FQDN. We can add additional
subdomains and add records to hold information on other resources on the same
domain.
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Getting ready

Before you start, open the browser and go to the Azure portal via https: //portal.azure.

com.

How to do it...

In order to add a new record to the DNS zone, we must use the following steps:

1.
2.

3.

In the Azure portal, locate DNS zone.

In Overview, select the option for adding a record set:

oo toroman.cloud =

DNS zone

£ Sgarch (Ctri+ ) LA =+ Record set == Childzone =3 Mowve «r E] Delete zone l:,} Refresh
O Overview # Essentials
& activity log Resource group (change) : packt-networking-portal

Subscripbon [{I'l.]ﬁgl}] = hicrosoft Arure Sponsorship
P mecess control (LAM)

Figure 6.5: Adding a record set in DNS zone

A new pane will open. Enter the name of the subdomain to which you want to add
arecord:

Add record set X

toroman.cloud

Name

| demo ~/|
toroman.cloud

Type

LA v |

Alias record set (&

O Yes @ No

TTL* TTL unit

| 1 | | Haours ~ |
IP address
| 00.00

Figure 6.6: Adding a subdomain for the record
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4. We need to select the type of record we want to add. The options are A, AAAA,
CNAME, MX, NS, SRV, TXT, and PTR. The most common record type is A, so let's
select that one:

Add record set X

toroman.cloud

Name

‘ demo \/|
toroman.cloud

Type

(2 ~ |

A

AAAN

CAA

CMNAME
MX

NS

SRV
TXT

PTR

Figure 6.7: Selecting the record type

5. After we select the record type, we need to select an alias (aliases are available
only for the A, AAAA, and CNAME types) and the TTL (Time-To-Live) option.
Finally, we add a record destination. This depends on the record type, and in the
case of record A, it's going to be an IP address:

Add record set X

toroman.cloud

Name

| demo \/|
.toroman.cloud

Type

[a ]

Alias record set (@

O Yes @ Mo

TIL* TTL unit

| 1 ‘ | Haours ~ |
IP address

| [ 101004 e

[ 0000 B

Figure 6.8: Adding an alias, TTL, and record destination
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6. If we choose CNAME as the record type, we are not entering an IP address but
an alias. When a query is made for the record, instead of an IP address, a URL is
returned and the client is directed to this record:

Add record set X

toroman.cloud

Name

| appl ‘/l
toroman.cloud

Type
| CNAME v |

Allias record set (D

()ves (®)No

TTL* TTL unit

| 1 | | Hours ~ |

Alias

| myapp.azurewebsites.net /l

Figure 6.9: Adding a CNAME record

7. Adding a single entry to our record creates a new record set and a new record.
We can add more records to the record set by adding additional IP addresses
(in this case).

How it works...

A DNS record set holds information on the subdomain in the domain hosted with the
DNS zone. In this case, the domain would be toroman.cloud, and the subdomain would
be test. This forms an FQDN, demo. toroman.cloud, and the record points this domain
to the IP address we defined. The record set can hold multiple records for a single
subdomain, usually used for redundancy and availability.

Using CNAME and/or an alias can be done with Azure Traffic Manager. In this way,
custom domain names can be used for name resolution, instead of the default names
provided by Azure.

In this recipe, you learned how to create a new record in Azure DNS. Let's move on to
the next recipe to learn how to create a route table.

Creating a route table

Azure routes network traffic in subnets by default. However, in some cases, we want to
use custom traffic routes to define where and how traffic flows. In such cases, we use
route tables. A route table defines the next hop for our traffic and determines where
the network traffic needs to go.



92 | DNS and routing

Getting ready

Before you start, open the browser and go to the Azure portal via https: //portal.azure.
com.

How to do it...

In order to add a new record to the DNS zone, we must use the following steps:

1. In the Azure portal, select Create a resource and choose Route Table under
Networking services (or search for route table in the search bar).

2. In the new pane, we need to select options for Subscription, Resource group,
and Region, and provide the name of the route table. Optionally, we can define
whether we want to allow gateway route propagation (which is enabled by default):

Create Route table

Basics Tags  Review + create

Project details

Select the subscniption to manage deployed resources and costs. Use resource groups like folders to organize and
manage all your resgurces.

Subscription * (D) | Microsoft Azure Sponsorship R |
Resource group * (D) | Packt-Networking-Portal ~ |
Create new

Instance details

Reglon* (0 | West Europe l |
Mame* @ | Routetabie-Portal "
Propagate gateway routes* (0 @' Yies

QO ne

Figure 6.10: Creating a route table

How it works...

Network routing in Azure Virtual Network is done automatically, but we can use custom
routing with route tables. Route tables use rules and subnet associations to define
traffic flow in Virtual Network. When a new route table is created, no configuration is
created—only an empty resource. After the resource is created, we need to define rules
and subnets in order to use a route table for the traffic flow. We will show in the coming
recipes in this chapter how we create and apply rules in route tables.
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Changing a route table

As mentioned in the previous recipe, creating a new route table will result in an empty
resource. Once a resource is created, we can change the settings as needed. Before we
configure the routes and subnets associated with the route table, the only setting we
can change is the Border Gateway Protocol (BGP) route propagation. We may change
other settings after creation as well.

Getting ready

Before you start, open the browser and go to the Azure portal via https: //portal.azure.
com.

How to do it...
In order to change a route table, we must do the following:
1. Inthe Azure portal, locate Route table.

2. Under Settings, we may change the Propagate gateway routes settings in the
Configuration pane at any time:

&= Routetable-Portal | Configuration
Route table

|P Search (Ctrl+/) | « a save X Discard

A Overview Propagate gateway routes ()
Yes Mo

Activity log @ O

Ao Access control (IAM)

® Tags

Z2 Diagnose and solve problems
Settings

& Configuration

Figure 6.11: Option to change the Propagate gateway routes settings

How it works...

Under the settings of the route table, we can disable or enable gateway route
propagation at any time. This option, if disabled, prevents on-premises routes from
being propagated via BGP to the network interfaces in a virtual network subnet. Under
the settings, we can create, delete, or change routes and subnets. These options will be
addressed in the coming recipes in this chapter.

Let's move on to the next recipe, where you will learn how to associate a route table
with a subnet.
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Associating a route table with a subnet

When a route table is created, it doesn't do anything until it's properly configured.
There are two things we need to address: which resources are affected, and how. To
define which resources are affected, we must make an association between a subnet
and a route table.

Getting ready

Before you start, open the browser and go to the Azure portal via https: /portal.azure.
com.
How to do it...
In order to associate a subnet with a route table, we must do the following:
1. In the Azure portal, locate Route table.

2. Under Settings, select the Subnets option. In the Subnets pane, select the
Associate option to create a new association:

Radutetable-Portal | Subnets

Figure 6.12: Creating a new association

3. Anew pane will open. There are two options available—selecting a virtual network
and choosing a subnet that we want to associate the route table with. First, we
must select Virtual network. Selecting this option will list all the available virtual
networks. Select the one you want to associate from this list:
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Associate subnet X
Routetable-Portal

Virtual network (O
| ~|

I Filter virtual networks I

Packt-Networking-Portal
Packt-Portal
Packt-Networking-Script
Packt-Script

RedVSBlue
RedVSEBlue-vnet

Security

Security-vnet

Figure 6.13: Selecting a virtual network

4. After a virtual network is selected, we can proceed to select a subnet. The Subnet
option will list all the subnets from the virtual network we selected in the previous
step. Choose the subnet you want to associate from this list:

Associate subnet X

Routetable-Portal

Virtual network (@

| Packt-Portal ~ |
Subnet (O

| ~ |
| Filter subnets I

Can be associated to route table
BackEnd
FrontEnd

GatewaySubnet

Figure 6.14: Selecting the subnet
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5. After both options are selected, we may proceed to create an association:

Associate subnet X

Routetable-Portal

Virtual network (O

| Packt-Portal ™ |
Subnet O
| FrontEnd hd |

Figure 6.15: Virtual network and subnet selected

6. After a subnet has been associated, it will appear in a list of subnets under the
route table:

Eoitetalle-Partal | Subirsts

Figure 6.16: List of associated subnets

How it works...

The route table, to be effective, must have two parts defined: the what and the how.
We define what will be affected by the route table with a subnet association. This is
only one part of the configuration, as just associating a subnet to a route table will do
nothing. We must create rules that will apply to this association. We'll explain the rules
in the following recipes in this chapter.

Let's move on to a new recipe and learn how to dissociate a route table from a subnet.
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Dissociating a route table from a subnet

After we create an association and rules, those rules will apply to all resources on the
associated subnet. If we want rules to no longer apply to a specific subnet, we can
remove the association.

Getting ready

Before you start, open the browser and go to the Azure portal via https: //portal.azure.
com.

How to do it...

In order to remove the association between the subnet and the route table, we must do
the following:

1. In the Azure portal, locate Route table.

2. Under Settings, select the Subnets option, and select the subnet you want to
remove:

Foutetable-Partal | Subrsts

Figure 6.17: Selecting a subnet for removal
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3. The subnet configuration pane will open. Select the Route table option. Note
that this actually opens a subnet configuration. It's a common mistake to confuse
this pane with the association and to choose the Delete option. This will not only
remove the association but also remove the subnet altogether:

¢.» FrontEnd

Packt-Portal

B sove 3 Discard [ Delete () Refresh

-

Address range (CIDR block) (5
10.10.000425

10,1000 - 10.10.0.127 (128 addresses)
Ayailable addresses (D)
122

HAT gateway (0

Maone L

[] #cd 1eve address space

Network security group

MEGT ™ |
Route table
| Routetable-Portal v |
Users )

Manage users

Senvice endpoints
0 selected b

Subnet delegation

Delegate subnet to a service 0
: Mone "
Figure 6.18: Subnet configuration pane

4. The Azure portal will show a list of the available route tables for a specific subnet.
Choose None:

Route table
I Routetable-Portal s

None

Routetable-Portal

Figure 6.19: List of available route tables for a subnet
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5. After selecting None, click the Save button to apply the new settings. The route
table association is removed from the subnet:

<.» FrontEnd

Fackt-Ports
B save ¥ Discard W Delete () Refresh

Address range (CIDR black) ()
TOND00u0 = 10.90.0.127 (128 addresses)

Avdilable addresses O
122

MAT gateway (1)
| Mok o

[ ] acd 1Po6 acdress space

Netwark security group

| wsG1 o ]

Raute table

| [l=2al 3 L |
Ligers }
Mansge users

Service endpoints
Services (D
0 selected 'v'

Subnet delegation
Delegate subnet 1o a service (D)

| Mg o |
Figure 6.20: Removing a route table association from the subnet

How it works...

At some point, we may have created rules in a route table that apply to multiple
subnets. If we no longer want to apply one or more rules to a specific subnet, we can
remove the association. Once the association is removed, the rules will no longer apply
to the subnet. All rules will apply to all the associated subnets. If we need to make a
single rule no longer apply to a specific subnet, we must remove the association.

In this recipe, we learned how to dissociate a route table. Let's move on to the next
recipe and learn how to create a new route.
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Creating a new route

After we create a route table and the associated subnets, there is still a piece missing.
We defined the route table that will be affected with subnet association, but we're
missing the part that defines how it will be affected. We define how associated subnets
are affected using rules called routes. Routes define traffic routes, stating where
specific traffic needs to go. If the default route for specific traffic is the internet, we can
change this and reroute the traffic to a specific IP or subnet.

Getting ready

Before you start, open the browser and go to the Azure portal via https: //portal.azure.
com.

How to do it...
In order to create a new route, we must do the following:
1. Inthe Azure portal, locate Route table.

2. In the Route table pane, under Settings, select Routes. Select Add to add a new
route:

4 Routetable-Portal | Routi

Figure 6.21: Adding a new route

3. In the new pane, we need to define values for the Route name and Address prefix
(in CIDR format) fields for the destination IP address range and select an option
for Next hop type. The options for this include Virtual network gateway, Virtual
network, Internet, Virtual appliance, and None:
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Add route

Routetable-Portal

Route name *
[ Routel -

Address prefix * (O
| 208.67.222.222/31 uf|

Mext hop type (O

| internet ~ |

Virtual network gateway
Virtual network

Internet

Virtual appliance

None

Figure 6.22: Adding route details

4. The last option, Next hop address, is active only when a virtual appliance is used.
In that case, we need to provide the virtual appliance IP address in this field, and
all traffic will go through the virtual appliance. Let's choose Internet and provide
a public IP address in the Address prefix field (the Address prefix option always
depends on the Next hop type option):

Add route
Routetable-Portal

Route name *
| Routel w I

Address prefix * O
| 208.67.222222/31 2|

Next hop type (O
[ internet v

Next hop address (@

Figure 6.23: Selecting Internet for Next hop type
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How it works...

The route defines the traffic flow. All traffic from the associated subnet will follow the
route defined by these rules. If we define that traffic will go to the internet, all traffic
will go outside the network to an IP address range defined with an IP address prefix.
If we choose for traffic to go to a virtual network, it will go to a subnet defined by the
IP address prefix. If that virtual network gateway is used, all traffic will go through the
virtual network gateway and reach its connection on the other side—either another
virtual network or our local network. The Virtual appliance option will send all traffic
to the virtual appliance, which then, with its own set of rules, defines where the traffic
goes next.

Let's move on to the next recipe and learn how to change a route.

Changing a route

Route requirements may change over time. In such cases, we can either remove the
route or edit it, depending on our needs. If a route needs to be adjusted, we can select
the option to change the route and apply the new traffic flow at any time.

Getting ready

Before you start, open the browser and go to the Azure portal via https: /portal.azure.
com.
How to do it...
In order to change the existing route, we need to do the following:
1. In the Azure portal, locate Route table.

2. Under Settings, select Routes and select the route you want to change from the
list of available routes:

4

] Routetable-Portal | Routes

Figure 6.24: Changing an available route
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3. Anew pane will open. We can change the Address prefix (for the destination
IP range) and Next hop type settings. If the Next hop type option is a virtual
appliance, an option for Next hop address will be available:

Edit route

Routel

Save >< Discard il Delate

Address prefix * O
[ 10.10.00725 -]

Mext hop type @

[ Virtual metwork N |

Next hop address (O

Figure 6.25: Option for Next hop address

How it works...

The requirements for a route may change over time. We can change a route and adjust
it to suit new requirements as needed. The most common scenarios are that the traffic
needs to reach a specific service when the service IP changes over time. For example,
we may need to route all traffic through a virtual appliance, but the IP address of the
virtual appliance changes over time. We may change the route in the route table to
reflect this change and force the traffic flow through the virtual appliance. Another
example is when traffic needs to reach our local network through a virtual network
gateway—the destination IP address range may change over time, and we need to
reflect these changes in the route once again.

In this recipe, we learned how to change a route. In the next recipe, we'll learn how to
delete a route.

Deleting a route

As we have already mentioned, route requirements may change over time. In some
cases, rules are no longer applicable and we must remove them. In such cases, changing
the route will not complete the task and we will need to remove the route completely.
This task may be completed by deleting the route.

Getting ready

Before you start, open the browser and go to the Azure portal via https: //portal.azure.
com.



104 | DNS and routing

How to do it...
In order to delete a route, we must do the following:
1. Inthe Azure portal, locate the Route table link.

2. Under Settings, select Routes and then select the route you want to delete:

#5 Routetable-Portal | Routes

Figure 6.26: Deleting an existing route

3. Anew pane will open. Select the Delete option and confirm your action:

Edit route
Routel

Bl save X Discard @ Delete

Address prefix * @
| 10.10.00/25 |

Mext hop type (O
| Virtual network

Mext hop address o

Figure 6.27: Selecting the Delete option

4. After this action has been confirmed, you will return to the previous pane and the
deleted route will no longer be listed:

48 Routetable-Portal | Routes o

Figure 6.28: The successful deletion of a route
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How it works...

As our requirements change, we need to address the new requirements in our route
tables. We can either edit routes or remove them to meet these new requirements.
When multiple routes are used in a single route table, one of the routes may become
obsolete, or even block new requirements. In such cases, we may want to delete a route

to resolve any issues.
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